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ByabTe 6uTeIbHbI, YTOOBI HE YCTAHOBHTH MOOH/ILHOE
NPHJIOKEHHE ¢ «CIOPIIPH30M»

B coceqnux rocyaapcrBax GpUKCUpYeETCs pOCT pacChUIOK BPEIOHOCHbIX
(aityioB noj pasaMYHBIMH NpeajsoraMu. Haubosee akTyaibHbIH pUMeEp - OTO
«kaapel ¢ mecra [TII». Takue cooOuieHHs cerojHs pacnpocTpaHsOTCs
NMperuMyIleCTBEHHO B MecceHkepe Telegram, B TOM uucie yepe3 JOMOBbIE,
POMMTENbCKHE U APYTUE KPYITHBIE YaThl.

Cxema paboraer cieayroluM oOpa3oM: B OOIIMH 4YaT OTMPABISIOT
AMOLIMOHAJILHOE COOOIIeHne O AKOOBI MPOU3OLIEUIEN aBapuu € y4acTHEM
3HAKOMBIX JIIOJIel U MPUKPEIUISIOT CCBIIKY Ha IPYMILy ¢ TPOMKHM Ha3BaHUEM
(nanpumep, «ITILIIpoucmectBus.18+»). B rpymme pasMmenieHo HECKOIbLKO
HOBOCTeH M (hailyl ¢ 3aMuCchl0 IPOUCHIECTBUSA, KOTOPBIH 110 (aKTy SBIAETCS
BpelOHOCHOH nporpamMmMoii aist Android.

Hanomunaem BiaajeJbuaM  Android, Kkak = pacnosHaThb
BpeaoHocHbie APK-daiiibl H Kak 3allIUTHTHCS OT HHX.

B onepaunonHoii cucreme Android moboe npunoxenue OyjaeT UMEThH
dopmar .apk (Android Package Kit). APK-¢aiin — 310 apxuB, BHYTpH
KOTOPOTO HAXO/IATCS BCE KOMITOHEHTHI ITPUJIOKEHHUS.

MolleHHUKH MOTYT Hcrnojb3oBaTh pasHele APK-daiinsr nna cBounx
neneir. Tak, ¢umunrossie APK-daiinel mackupyloTcs I[OI JierajbHble
NPHJIOKEHUS, KOTOpBIE IOC/IE€ YCTAaHOBKH KpaAyT IApoJM M IUIATEKHBIE
naHHple. BupycHble ¢aibl monydaroT goctyn K SMS u 0aHKOBCKMM
IPUJIOKEHUSM, IOJINKMCHIBAIOT JKepTBY Ha IUlaTtHele ycrmyru. lllnmunonckue
(aiyibl CKpBITO 3alUCHIBAIOT 3BOHKH, OTCIJIEKUBAIOT MECTOIIOJIOKEHHE H
Konupytot nepenucku. APK-daiiasl Takke MoryT paborarh Kak 03K10pbl, TO
€CTh IM03BOJIATH XaKepaM yJ1aJIeHHO YIPaBJIATh YCTPOMCTBOM.

Android  wucrosib3yeT  HECKOJIbKO  MEXaHM3MOB ISl 3aLLMThI
nonb3oBarenel oT BpegoHocHelX APK. B nepBylo ouepenb 3T0 BCTpoeHHas
cucrema 6e3onacHoctu Google Play Protect, koropas ananuzupyet daiiib
nepeq ycraHoBKoi. OHa paboTaer npu 3arpy3ke NMPUIOKEHHS U MPOBEpPSeT
ero NMQpoByIO NMOANUCH U MOBeAeHYECKUH KoJ. OJTHAKO 4acTO MOIIEHHWKH
npUcelIaloT BpeaoHocHBIH APK kepTBam B MecceHIKepe U MOJ pa3HBIMH
npeioraMu yoeX/1aloT YCTaHOBHUTD (haii.

YOenuTenrsHO peyoMeHAyeM CKayuBaTh IPUJIOKEHHS TOJBKO U3
IpoBEpeHHBIX UCTOYHHUKOB (Google Play, Galaxy Store, Huawel
AppGallery).

CoTpyIHUKHM MUIMLHMKM PEKOMEHAYIOT rpakiaHaM ObITh OJUTEIbHBIMU

1 c00JI1H0J1aTh MeDbI 0E30MaCHOr0 OOIIEHU B HHTEPHETE.

ITepeblii 3aMeCTHTENL HAYAIBHHKA-
HaYyaJbHUK KPHMHHAIBHOH MHJIHIHH
MOJMOIKOBHHK MHITHI{HH
C.B.ITutsakos




